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Eicaywyn oTtnv Aog@aleia NMAnpogopiov
Opiopoi :

e Me TOV Op0 «ACG(MAAEId NANPOPOPIDV>»> EVVOOUUE TNV SIATAPNON TNG EUMICTEUTIKOTNTAG
(confidentiality), akepaidTnTac (integrity), diaBsoiydTnTac (availability) kai npooBacipyoTnTag
(accessibility) Twv nAnpogopiwv.

e Me Tov Opo «NANPOPOPIEG» evvooUe KABe aTolxeio / dedoevo upioTaTal eneepyaaia oTa
ouCTANATA NANPOPOPIKAG TNG ETAlpeiag oTa nAaioia Tng dpacTnEIOTNTAG TNG

e Me Tov 0po «Ene&epyaacia nAnpopopimv>» (oTolxeiwv / deBoUEVWY) EvvooUle KaBe npagn
N o€1pd NPA&Ewv NouU NPAyHAToNoIEITal JE 1} XWPIG TN XPAON AUTOUATOMNOINUEVWY HECWY, O
Oedopéva r oUvoAa dedopevav (NepIAaPBAVOPEVWY TwV dEDOPEVOU NPOCWNIKOU XapakTRpa),
oOnw¢ n oul\oyn, N KaTaxwpion, n opyavwaon, n d1apbpwon, n anobrikeuaon, n NPocapuoyn,
n MeTaBoAn, n avaktnon, n avalnTnon, n Xpnon, n koivoAdynon pe diapiBacn, n diadoon n
KGBe AAMn pop®n O1GBeoNnG, N CUOXETION, O OuvOUAOMOG, O NEPIOPICUOC, N dlaypadn, n
KaTaoTpopn),

e Me TOV Opo «Zuotnpata MANPOQOPIKNG» EVVOOUME MEUOVWHEVA 1 ouvluaououg
€€onAIooU Kal AoyiopikoU Mou Xpnoldonolel n €Taipeia yia Tnv ene€epyacia kar Tov
OlauoIPAcHO NANPOPOPIWY.

O1 nAnpoopieg nou ene€epyaletar n etaipeia WARDI AE kaTtd Tnv dpacrtnpionoinon Tng
BewpouvTal NEPIOUTIaKO aToIxEio uWioTne agiac kal wg ek ToUToU AauBaveral Kabe PEPINVA WOoTE
va npooTartelovTal kabwg kal Ta ZuoTtrnuata MNMANPo@OopPIKAG MoU EMITPENOUV OTNV ETAIPEIa va
ene€epyaderal kal va diapolpadleTal TIG NANPOPOpIEG.

>tnv etaipeia WARDI AE £xel axediaoTei kal epappoleTal éva ZUoTnua Alaxeipiong pJe okonod Tnv
anoTeAeopaTikn dlaxeipion kal ouvexn BeATiwon Tou eninédou AopaAeiag MANpoPopIwy.

Katd Tov oxedlaopo Tou e€v AOyw ZuoTtnuatog Aiaxeipiong Aappavovral unown OAeG ol
VOHOBETIKEG, KAVOVIOTIKEG Kal OUMBATIKEG UMOXPEWOEIC TIG ornoieg n Aloiknon Tng €Taipeiag
deopeleTal va Tnpei.

H Aioiknon Tn¢ WARDI AE dOnAwvel Tnv OEOPEUON TNG va NApEXEl OAOUG TOUG MOPOUG Mou
anarrouvTal yia TNV anoTEAECUATIKN €papuoyn Tou ZuoTnuaTog Alaxeipionc Ao@Aleiag Twv
MANPOPOPIWV Kal TNV oUVEXT BEATIWON TNG ANOTEAECUATIKOTNTAG TOU.

H enidoon TN eTaipeiag OXeTIKA Pe TV Aopaieia Twv MNMAnpogopiwv napakoAouBeiTal aveAAINwg
ano Tnv Aioiknon ota nAgiola TNG Epapuoyng Tou ZUOTAKATOC AlaXEipiong, HECW TNG BEoniong
OSIKTWV  AMOTEAEOMATIKOTNTAC Kal  anodoTikOTNTAg Twv  OIEPYAciv  Kal  avTioTOIXWV
QVTIKEIJEVIKWV, JETPNOIPWY OTOXWV yia TNV Aopaieia Twv MAnpopopIwy.

H napouoa MoAimikr) Aopdaieiag Twv MANpo@opiwv €ival dECHEUTIKA yia OAO TO NPOCWMIKO Kal
TOUC OUVEPYATEC TNG ETAIPEIAC TWV OMNoiwv n dpacTnpIOTNTA YNopsi va ennpedoel Tnv €nidoon
TNG ETAIPEIAG OXETIKA HE TNV AoPaleia Twv MAnpogopiwv. H Aloiknan Tng WARDI AE €€ac@alilel
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OTI KABe WENOC TOU MPOOWNIKOU TNG KAl Ol €EWTEPIKOI OUVEPYATEC AAUBAVOUV yvwon Kal
deoevovTal va Tnpouv TNV v Aoyw MoAITIKA.

Ma Tnv Tpnon Twv apxwv Tng napouoac MoAImkAg Aopalsiag Twv MAnpopopiwv Npénel va
AapBavovTar unoyn kai o Aiadikaocieg kai Odnyieg Tou ZuoTriuaTog Alaxeipiong kabwe kai ol
Mepiypapéc O<onc Epyaoiac onou kabopilovral ol apuodIOTNTEC TWV EUNAEKOMEVWV YIA TNV
ao@aieia NANPoOPoPIWY.

FevIkEG APXEG

Fevika Znyeia

e H AopaAsia Twv MAnpo@opiwv ival apuodioTnTa OAwv.

e To guotnua nAnpogopikng TnG WARDI AE nap&xeTal anokAEIOTIKA Yia Xpron Nou oxeTideTal
ME TIC OpacTNPIOTNTEC TNG ETAIPEIAC.

e Xpnon Tou ouoTnuatog nAnpogopikng TNG WARDI AE yia npoownikoug AOYoug
(oupnepiAayBavopévav e-mail kal Tou diadikTuou) anayopeUeTal. Aev nNpeNel va undpyouv

NPOCOOKIEC IDIMTIKOTNTAC OTAV KANOIOC Xpnoidonolei To auoTnua nAnpogopikng TN WARDI
AE

e H WARDI AE diatnpei To OdIkaiwpa va napakoAouBei kABe nTuxr TOU OUCTHHATOC
NANPOQPOPIKNG HE OKOMO VA MPOOTATEWEI TA VOUIYA €nIXEIPNHATIKa Tng dikaiwpaTa. Ol
nANPoQopiec nou cUAAEyovTal anod kaBe napakoAolOnaon Ynopei va xpnoigonoinbouyv yia va
KIVA)OOUV 1 va unooTnpiouv neibapxikeg diadikaaoiec,

e TMapaBiaon Twv 0pwv TNG NapoUadc NOAITIKNG EXEl WG ANOTEAEOHA NEIBAPXIKES EVEPYEIEG Ol
0noieg, avaloya pe Tnv ooBapdtnTa TnG napaBiaong, KNopei va cupnepIAauBavouv:-

o MMpogopikn ouoTaacn / nposidonoinon and Tnv Aioiknon

o Enionun ypanTn ouoTacn / npogidonoinon yia cofapd napantwpa
o AnoAuon Aoyw coBapou napanTwaTog

o TMoivikég dladikaaieg

o AOTIKEG DIadIKagiE yia TNV anokaTaoTacn Twv {NHInv

e 370 JIadikTUO JIAKIVOUVTAlI NANPOPOPIEC KAl UAIKO TO 0roio ouxva nepypageTal e Tov 0po
«oTolxeia Ta onoia dAAol unopei va Bswpouv npooPAnTika» Kal XpnoILONoIEiTal ouxva
anodé Kakorold OToIXEia yia nayideuon XpnoTwv Tou OIadIKTUOU HE AnwWTEPO OKoMnod Tnv
NPooBOAr cUCTNUATWV anod KakoBouAo Aoyiopikd. O OpoG auTog oupnepIAauBavel aAAa dev
neplopieral os:

o Mopvoypa@ikd 1} oe€oualikd UAIKO

o PartoioTiko, 0£€I0TIKO 1| OHOPOPIKO UAIKO

o AvaQopég BpnoKkeuTIKOU / MOAITIKOU MEPIEXOMEVOU

o AvTiaiodnTIKO / avTiKOIVWVIKO UAIKO (0nwg BavdaAiopoi, aoknon Biag oe avBpwnoug n

(wa)
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Mpoaonéhaon I0TooeAdWY HE NEPIEXOUEVO AUTOU ToU €iDOUC anayopeUETal auoTnped va yiveral
MECW TOUu OIKTUOU I ME Xprion €E€onAIOPOU nMou avnkel oTo oUoTNEA NANPOMOPIKNG TNG
eTaipeiac (anoTeAei evépyeia uwnAoU KIvEUVOU yia TV aoPAAEIa NANPOPOPINV)

EVEPYEIEG YIA TNV CUHHOPPWON

v’ ZUVETH, NPOCEKTIKN KAl AEAOYIOHEVN XPrON TWV CUCTNHATWY NANPOPOPIKAG.

v' Augon avagopd kades nepioTaTikoU ) unodvola NePIOTATIKOU O OXETIKO WE TNV aoPAaAeia TwV

NANPOPOPIWV N TWV EYKATACTACEWV GTOV Yn. ZA.

ApXEG 0pB¢ diaxeipiong AsIToupyiwv Kal Enikoivoviov

1.

Aiadikaoieg Tunonoinuevg Asiroupyiag

Fevika Znpeia

>tnv WARDI AE spapuolovTtal d1adikagiec TUNOMoINKEVNG AEIToupYiIag yia TNV Kabnuepivi
OUVTAPNON TWV GUCTNHATWV NANPOPOPIKNAG KAl TWV UNOJON®V TNG HE okond va diacpalioTei
n uwnAdTEPN duvatr) 81aBeoIPdTNTA Kal €NidO0N TWV CUCOTNHATWY AUTWV.

AAN\ayEG 0Ta oUOTARATA NANPOPOPIKAG TNG ETAIPEIAG UAOMOIOUVTAI [E EAEYXOMEVO TPOMO YIa
TNV anoteAeopaTikn dlaxeipion alaywv.

Ta avantu§iakd kar JOKIMAoTIKA neEPIBANOVTA AEIToUpyiag Twv CUCTNHATWV Kal TV
gpappoywv diatnpouvTal navra &ExwpioTa anod 1o {wvtavo ASIToupylko NePIBAMoOV yia TN
Meiwan KivoUvou Tuxaiwv ahaywv n hn e&ouciodoTnuevng npoopaacnc.

EVEPYEIEG YIO TNV CUHHOPPWON

v
v

'Ekdoon kal epappoyn kataAnAwv d1adikaciwv / odnylmv TUNOMOINKEVNC AEIToUpYiac

A&loAOoynon OAwv TwV ONUAvTIKOV aAAdywv 0Ta CUCTAKATA NANPOPOPIKAG Kal oTnV Kupia

unodoun yia TNV €NiNTWOT TOUC OTNV ac@AAsld nAnpo@opiwv (avanocnacTo PEPOG TNG

TUMIKNAG a&loAdynong Kivouvou).

AlaxwpIopOG Tou A&IToupyikoU nepIBAAOVTOC kal Tou nePIBAAAOVTOG avanTuéng / dOKIPWY

ME KaTAAMnAa Péoa eAEyXoug, GUMNEPIAAKBAVOUEVWY TWV aKOAOUBWV:

o EkTéAeon ot EexwpioTouc unoloyioTec, domains kai dikTua.

o AlIaQopeTIKG usernames Kal KwdIKOI.

o Xpnon eikovikwv dedOUEVWV Kal NANPOPOPINV KATA TIG OOKIHES - EAEYXOUG

o Avabeon oe oTeAEXN Mou &ival IKava va agioAoynoouv Kal va OOKIMAoOUV AEITOUPYIKA
OuOTAUATA.
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2. ZYeOIa0UOGC Kal arnodoxr) CUCTHAT®V NMANPOPOPIKIG
Fevika Znpeia

e 'O\a Ta oUOTATIKA PEPN KAl TA XAPAKTNPIOTIKA TOU EE0MAICHOU Kal TNG UNOJOMNG CUCTNHATWY
nAnpo@opikng TG WARDI AE AapBavovral undyn katd Tnv KatapTion Tou €ETNOIOU
npoUnoAoyIopoU TNG TAIPEIAC Kal NAPEXOVTAl Ol anapaiTnTol NOPol yia TNV npouneeiq,
OUVTAPNON, avTIKATAOTAoN TOUG £TOI WOTE va npoaapuolovTal navra oTIC analtThoelg Je
Baon Tov POPTO £pYACIWV KAl TIC AEITOUPYIKEC AVAYKEC TNG ETAIPEIAC.

e Qc onuavTikd OUCTATIKA MEPN KAl TA XAPAKTNPIOTIKA Tou €EOMAIOHOU Kal TNG UModounG
OUCTNHATWVY NANPOPOPIKNG EVOEIKTIKA avapePOVTal TA NAPAKATW:

File servers

Desktop unoAoyIoTEC

Laptops

RF Scanners

Domain servers

E-mail servers

Web servers

ExkTunwTég (Laser, Barcode)

AikTua

YnooTnpikTikog e€onAiopog (CCTV, Access Control, Server room k.d.)

0 0O O O o 0O 0o 0o o ©

EVEPYEIEG YIA TNV CUHHOPPWON

v/ 'OAa Ta TPNEATa NPENEl va eVNPEPWVOUV Tov Mevikd A/VTH yia TIC anaitioeig VEou E0NAIGHOU
/ ouoTnUATWVY N avaBaduiong, n BEATIWOEIC nou anaiToUvTal yia Ta undpyxovTa cuoThKaTa.

v" Ta Tnv npopnBeia kabe véou EonAiopol / cuoTAPATOC EPapudleTal n oxeTikr diadikaaoia
TUMNOMOINMEVNG ASITOUPYIAG TOU CUCTNUATOC JIAXEIPIONG META anod £ykpion Tou evikoU A/vTh)

v" Néa nAnpogopiakd ouoTruata, avapabpiosic unnpeoiwv, patches k.a. npenel va
unoBaiovTal og kataAnAo é\eyxo anod Tov A/vtry Mnxavoypdagnaong npiv Tnv anodoxn kai
€pappoyn Toug o€ {wvTavo nepIBAilov.

v Ta kpimpia anodoxnc npenel va npoodiopilovral cap®c Kal va Kataypagovtal Kal va
OUM@®VOUVTAl JE TOV NPOUNBEUTH.

v" InuUavTIKEC avaBabpiosIc Tou ouoTAKATOC NpEnel va eAéyxovTal d1eEodika NnapalnAa Pe To
undapxov ouoTNUA O€ €&va aoPAAEC NEPIBAAOV OOKIPWV.
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3. [pooraoia ano KakofouAo Aoyiouixo (Malicious and Mobile Code)
Fevika Znpeia

e 3XTnv etaipeia WARDI AE AapBavovtal OAa Ta kataAnAa pETpa yia Tnv npooTacia Twv
OUCTNHATWV Kal unodopwv NANPOPOPIKNAG KABWE Kal TwV NANPOPOPIWV Kal OEDOPEVWV MOU
auTa ene&epyalovTal, EvavTi KakdBoulou Aoyiopikou.

e H AsiToupyia Twv ouoTNUATWV NANPOPOPIKNAC Eival NAVTA UNo evepyonoinuEVO KATaAAnAo Kal
EVNUEPWHEVO AOYIOHIKO NPoaTaciag anod 10U¢ o€ OAOUG TOUG SErvers Kal UNoAOYIOTEC.

e Me okond Tnv anoTponr Tou KakOBouhou AoyiopikoU, OleEayovTtal katalnhol €Aeyxol
npooBaonc (nyx. Akaiwparta dlaxeipioTn, XPAOTN) yia TNV aAnoTponrn €ykaTaoTaong
AoyIoMIKOU and OAOUG TOUG XPrOTEG.

e KakoBouAo Aoyiopikd (Malicious and Mobile Code) napoucialeTal o VEEC TEXVOAOYIEG Kal
EPAPHOYEC 01 onoiec ouxva BpiokovTal OTIC I0TOOEAIDEG, oTa emails, kal nepIAauBavovTal
(evdeIkTIKG avagepovTal) O€:

o ActiveX
o Java

JavaScript

VBScript

Macros

HTTPS

HTML

o O O O O

EVEPYEIEG YIA TNV CUHHOPPWON

v" To npoownikd kai ol EEWTEPIKOI GUVEPYATEC TNG ETAIPEIAC £XOUV UNOXPEWON:

O va PNV EMITPENOUV TNV EUPAVION KATAOTACEWV and TIC OMOIEC WMOpEi va NPOEABE
NPOCBOAN TOU OUOTAPATOC NANPOMOPIKAG TNG eTalipeiac and KakoBouho AoyIoHIKO
e@appolovTag noTa TIG oxeTIkeG Aladikaaieg / Odnyieg Tunonoinuevng Asimoupyiag

o O€ nepinTwaon nou evronifouv ) unonTtevovTal npooBoAn and KakoBoulo AoyIOHIKO OTO
oUoTNUa NANPOQPOPIKAG N O ANOBNKEUTIKO MECO TNG ETAIPEIAC NPENEI VA EVNUEPWOEI
apeoa Tov A/vTr). Mnxavoypdaenong kai o€ anouaia Tou Tov Fevikod A/vTn ) Tov Yn. ZA .

v' Patches Aoyiopikou epapuolovral katdAMnAa os OAa Ta AOyIOMIKG Tou OIKTUOU TOu
opyaviopoU Kai va undpxel hia nAnpnc kataypa®r Twv noia patches €xouv epapuooTei Kal

MnoTe.

v/ AITAUATa yia €ykaTtaoTaon AOYIOMIKOU MpEnel va yivovtal anodekTtd povo OTav undpyxel
TEXVIKN €niBeBaiwon and Tov A/vTn Mnxavoypapnaong.
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v" KatdMnho Kal evnuepwHEVO AoyIopIkO npooTaciac anod KakoBouAo AoyiopikO npeEnel va
eykabioTatalr og kataMnAa onpueia Tou dikTUOU (OTABEPO Kal KIvNTO €EonAIoPO) Kal o€
€EONAIOPO ENIOKENTWV NMOU TUXOV GUVOEETAI OTO OIKTUO TNG ETAIPEIAC,

4. Avriypaga Aopalciac (Backups)
Fevika Znpeia

e XTnv eTaipeia WARDI AE AauBavovTal TakTIKka avtiypa@a ac@paleiag Twv NANpo@opIwV nou
ene€epyaleral n enixeipnon, yia tn dlaopdalion OTI n AsiToupyia Wnopei va avakapyel
anOTEAEONATIKA YETA anoO KAMola KaTaoTpoPr, anoTuxia Jeoou 1 opaiua.

e Avriypapa aogpaleiac AayBavovTal o€ kabnuepivr Baon kabwg kai eBdopadiaia kar unapyouv
TauToxpova otnv MayouAha kai otov Aonponupyo. ‘OAn n diadikacia €ivar nNARPWG
auTtopartonoinuévn. Eniong yivovrar Replications peta&U Twv Servers ava 15 AenTa.
E€aopalileTal £Ta01 N NARPNS ANWN €PEdPIKWV avTIYPAPWV TA 0Moia PUAACOOVTAI O AOPAAEC
XWPO Kal EKTOC TWV EKAOTOTE EYKATACTACEWV.

e 3Ta nAgiola TnG ouPBaong ouvepyaciac pe omnolodnnote 30 HEPOC (M.X. €EWTEPIKOI
OUVEPYATEG, NEAATEC) Nou enegepyaleTal NAnpo@opies, eEacpaAideTal OTI TNPEITAI N NOAITIKA
ao@aAeiac NPooWNIKWV OEDOHEVWV.

EVEPYEIEG YIA TNV CUHHOPPWON

v' Apxeio OANG TNG €yypaeng TEKKNPIwoNG AWNG TwV avTiypa®wv ao@Paleiag, avriypa@o Tng
01adIkaciag avakapgyng kabwg kal pia NARPNG Kataxwpnaon Twv NANPOQOpIwY OAOU TOU
OUCTNHATOC Of €PedPIKO OKANPO Oioko (UAACOETal avd ndca oTIiyun o Mia aocpaln
TONoBECIa EKTOG TOU XWPOU TNG ETAIPEIAG KE EMNAEOV avTiypa®o oTov KUPIO XWPO.

v" Nlao@AaAion OTI N ANoOPaKpUOPEVN TonoBeoia €ival apkeTd PAKpIa WOTE va anoPeuxBei n
enidpaor) Tou and o6noia KaTaoTPoPr| NPOKUYEl 0TO KUPIO XWPO.

v' EKTEANEON TAKTIKWV AOKACEWV AQVAKTNONG anoBnKEUPEVWV NANPOPOPIOV and Ta Ppedpika
MECa avTiypdpwv ao@aAeiag yia Tn dlaopdaAlion TnG a&iomoTiac Twv MECWV Kal Tng
Oladikaciag anoBnkeuanc (kat’ eAaxIoTov TNCIWG kal OnoTe AAAOTE KpivETAI anapaiTnTo ano
Tov A/vTr) Mnxavoypdenong n.x. HETA and pia onuavTikn aAAayn oTo ouoTnua n YeTda ano
€va NepIOTATIKO aoPAAEIac, PE TNPNON apxeiou OMOU avagePETAl TO AMOTEAEOUA TNG
aoknong) .
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5. Xeipiopyog Msowv AnoBrikevorg (NAEKTpovikd kal Evruna)
Fevika Znpeia

e Ta nAekTpovika PEOA anobrikeuong Nou ENITPENETAl va ouvdeBoUV oTo JIKTUO TNG £TAIPEIaC
WARDI AE civai :

>kAnpoi 8iokol UNOAOYIOTWV (E0WTEPIKOI Kal EEWTEPIKOI)
CD

DVD

OnTikoi digkol — Optical Disks

Wnplakeg Kapepeg

Cloud Storage (MpooTaTeupévo Pe KwIKO XpAoTn)

0O O O O O O

e Ta agaipouyeva pEoa anobnkeuong eni unoAoyioTwv (nx. diokol) npooTaTtelovTal yid va
anogeuxBei n (NI, khonn N KN e€ouaiodoTnuevn npdoBaon.

e Ta nAekTpovikG HEOA anoBnkeuong nou HETAPEPOVTAl MpooTaTelovTal and pn
e€ouaiodoTnuevn npdoBacn, AavBaouevn xprion n diakon.

e H Tekunpiwon Tou cUoTAKATOC (€yypaga Kal apxeia) NpooTaTeUETal ano Jn eE0UCIOdOTNHEVN
npooBaon. Mapadeiypata Twv eyypa@wv nou nNpooTaTeuovTal cupnepIAapBavouy, ala dev
neplopicovTai :

o Apxeia kal TEKUNPIWON OXETIKA HE TIGC EPAPHMOYEG Kal Ta Npoypapuata nou eivai
EYKATEOTNHEVA OTO OIKTUO

o Aiadikaacieg / Odnyieg TuNonoINKEVNG AEITOUPYIAC kal Ta GUVODEUTIKA TOug eyypaga /
évtuna

o Algpyaoieg

o Apxeia kal TeKPNPiwon OXETIKA pE TNV Ooun Tou OIKTUOU Kal TNV opyavwon PBacewv
OedOMEVWV, PAKEAWY Kal AAwWV OTOIXEIWV Tou JIKTUOU

o Apxeia Kal TeKUNpiwon OXETIKA HE AenTOMEPEIEG €EoudiodOTNONG Kal dlKAlWKATA
npdoBacng

EVEPYEIEG YIO TNV CUHHOPP®WON

v H npooBacn oTa nNAEKTPOVIKA PEOA anoBnkeuong kalr oTa €yypapa TOU SUCTAMATOC
Alaxeipiong gival eheyxopevn auotnpd POvVo yia kataAlnAa e€ouciodoTnuEva NPoowna.

v' Niaypa®r] kata TPOMO [N avTioTpEWIMO KABe nAnpogopiac and Ta nAEKTpovika WEoa
anoBrKeUoNG NoU YETAPEPOVTAl EKTOC ETAIPEIAC YIA EMICKEUN KAl THPNon apxeiou anod onou
NPOKUMNTOUV N NUEPOUNVia Kal wpa anooToAnG / napaAaBng, ol uneuBuvol anooToAng /
napaiapng, o npoopIoPOG Kal n aitia Tng PeTagopdc. Av auto dev eival €PIKTO Ta
anoBbnkeuTIKA MEOA Oev PETAPEPOVTAl EKTOG ETAIPEIAC YIA EMIOKEUN Kal avTikabioTavTal he
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aMa a@oU KataoTpagouv HE HNXaviko Tpono (Tpunavi) kai Tnpnbei nNpwTOKOAAO
KATaoTpopnG.

v' Apxeio OANG TNG €yypapne TEKKNPIwoNg AWne Twv avTiypdpwv acpaleiac, avTiypapo Tng
O1adikaciag avakapwne kabwe kal pia nARpNnG Kartaxwpnon Twv nNANpogopinv OAOU Tou
OUOTNUATOC Ot £PEDPIKO OKANPO Oioko (QuUAAoOesTal ava ndoa oOTIyury O pia aogaln
TONOOETIa EKTOC TOU XWPOU TNG ETAIPEIAG WE ENINAEOV AvTiypapo oTov KUPIO XWpPO.

v" Tia Tnv anoppiyn axpnoTwy / anocupOUEVWY EYYypAPwV XPNOIKONOIEITal KadoC avakUKAWONG
Tou ONuou a@ou €xel Nponynbei kaTaoTpoPn HE TEMAXIOTIKO pnxavnua (shredder) kabe
€YYPAPOU MNou anoppinTeTal kai TNPnoei NPwTOKOAAO KATAGTPOPNC.

6. [lMapaxoAoubnon

Fevika Znpeia

e >tnv etaipeia WARDI AE yia Tnv eniteuén Tng aopdaAeiag kai yia tnv dIEUKOAUVON TNG
OlEpEUVNONG NEPIOTATIKWV PApHOlovTal TEXVIKEC nNapakoAoudnong. ZTnv MNEPINTWON auTh
Ta apxeia kataypa®nc eAéyxou (auditlogs) nepiexouv kat’ €AAXIOTO TIG AKOAOUBEC

NANPOPOPIEG:
o TautoTtnTa cuoTnuatog (System identity)

Ovopa xpriomn

Eniruxnc/Avenituxng €icodog

Enimuxng/Avenituxng £€0d0og

Mn €&ouoiodoTnuEVn NpooBaon

ANayec 0TI puBpioeig Tou cuoTAuaTog (system configurations)

Xprion npovopiakwv Aoyapiacpwv (n.X. diaxeipion Aoyapiacpwv, aAAayEeG oTnv NOAITIKR)

0O O O O O O

EVEPYEIEG YIA TNV CUHHOPPWON

v" Niatipnon auditlogs yia TouAdxioTov 6 WRAVEG NMou kaTaypd@ouv TIC €EAIPECEIC kal AAAa
NEPIOTATIKA OXETIKA HE TNV aoPaAeia.
v" MpooTaocia Twv auditlogs ano pn e€ouciodoTnuévn npdofaon

v" A@aipgon Tn¢ duvaTtoTnTac Twv OIAXEIPIOTWV TOU CUCTNUATOC YId AMNEVEPYONOINON TWV
auditlogs

v" TApnon apxeiou dpacTnPIOTATWV YId TO ASITOUPYIKO MPOCWMIKO KAl TOUG OIAXEIPIOTEC
OouUCTAKATOG Nou NePIAaPBAvel:

o Back-uptimings kai oToixgia (nuepounvia / wpa / XpRoTng)aAAayng Twv NAEKTPOVIKWV
MECWV ANWNG PedpIkwV avTiypapwyv xchange of back -up tapes.

o System event start kaiSystem finish times kai oToixeia EUNAEKOPEVWV XPNOTWV.

o System errors (neplypa®r, nUepounvia, wpa) kai SI0pOWTIKEG EVEPYEIEC MOU EyIvav.
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v" TakTIKOG EAeyxoc TnG opdn¢ Trpnong auditlogs and e€ouaiodoTnuévo NPOowno (TOUAGXIOTOV
MNVIAi®G e TrPNON ApXEiou OMoU avapEPOVTal TA ANOTEAEOHATA TOU EAEYXOU kaBwG Kal TO
av unnp&av nepioTaTika N nap’ oAiyov acpaieiac nAnpoeopIinv).

v" JuyxpovIiouog og £TNnaola BAon OAwV TwV POAOYIMV TWV UNOAOYIOTWV NPEMEI UE TNV NPOEAEUON
NG wpac GSI yia va d1lac@alioTel N akpiBela OAWV TWV APXEIWV KATaypaprc EAEYXoU TV
ouaTNHATWV Kal n SIEPEUvNON TUXOV NEPICTATIKWY AOPAAEIAC.

7. Araxeipion AikTuou
Fevika Znyeia

e 2Tnv eTaipeia WARDI AE n diaxeipion Tou dIKTUOU BewpeiTal Kpiolog napayovrag yia Tnv
€UpuUBUN kal aopahn AsIroupyia.
>UVOECEIC 0TO JIKTUO TNG ETAIPEIAC YivovTal PE EAEYXOUEVO TPOMO.
AcuUppuata dikTua AeIToupyouv PE auEnuevo €Aeyxo npooBacng HOVO yia TO NPOCWIKO TNG
€TaIpeiac kal yia kataAnAa eEouaiodoTnHEVOUC EEWTEPIKOUC CUVEPYATEC,.

EVEPYEIEG YIa TNV CUHHOPPWON

v' 'Exkdoon kal epappoyn 01adikaciwv / odnylwv pe EekaBapeg appodIOTNTEG Kal EVEPYEIEG YId TN
dlaxeipion kal opOn xprion Tou aTabepou Kai KivTou £E0NAICHOU.

v' Tekunpiwon TnNG ApXITEKTOVIKNG Kal OAWV TwV HEPWV Tou JIKTUOU Kal TwV OTOIXEIWV
€€onAiopou nou anapTidouv To cUOTNHA NANPOPOPIKAG Kal anoBriKeUOT) TNG TEKUNPIWONG HE
pUBUIoEIC BIapOPPWONG OAWV TWV PEPWV UAIKOU Kal AoylopikoU nou anapTi{ouv To JiKTuo
(kaTdAoyoc nNou avavewveral 0Tav NPoaTiBevTal ) agpaipolvTal NEPIOUTIAKa OToIxXEIa)

v" To olUoTnua nAnpo@opIkn¢ npoaTaTteleTal and UPS yia Tn peiwan Tou kivduvou BAABNG 1
anwA&iag NANPo@opPIKV anod diIaTapaxec Taong TPoPodoaiac Tou dIKTUOU NAEKTPODOTNONG.

v' Kahwdia nou petagépouv dedopéva i unooTnpilouv ONUAVTIKEG UMNNPECIEG MANPOPOPIWV
npooTaTevovTal and UnokAOMEG N CnUiec.

v" Ta kahwdia peupaTog diaxwpilovral katd Tnv 06deuonc Toug and Ta kahwdia SIKTUOU yid TNV
anoguyn NAapePBoAwV.

v" Ta kaAwdia dIkTUoOU npooTaTelovTal anod kavall 6dsuong Kai ano@eUyovTal ol SIadPOMEC
MEOW NEPIOXWV OMOU UNApXel EAeUBepn npooBaon.

v' Xprion PeBOdwV Kal TEXVIKMV KPUMTOYpApnonc yia TNV npooTtacia Twv JedopEVWV Mou
diakivouvTal oTo diKTUO.

<

Alao@alion 611 0Aol o1 hosts €xouv IkavonoinTiko eninedo acpaAeiag

v' Enave&étaon os 6unviaia Bacn Twv unnpeciv SIKTUOU TWV ASITOUPYIKOV CUOTNUATWV Kal
anevepyonoinan OAwv Twv unnpeciwv nou dev xpelalovtal
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v" Xprjon kpunTtoypa®nong oTa acUpuaTa diKTua yia TNV ano@uyn diakonng Twv NANPoQopImV

(WPA2 kat’ eAaxioTo)

8. Ao@pdAsia nAnpopopiwv O OXEOEIG LUE EEWTEPIKOUGS NAPOXOUS

Fevika Znpeia

H etaipeia WARDI AE yia Tnv KAGAuyn avaykwv oe €EonMiopd, €idn n unnpeciec nou

pnopoUv va €mdpacouv OTnV ac@aAeld Twv nAnpogopiwv nou diaxelpicetar (M.x.

hnxavoypagikn unooTnpiEn, VOMIKN UunooTnpiEn, €EonAIOPOC  pnxavoypagnong Kai

TNAENIKOIVWVIWV, PUAAEN, TaxUOPOMIKEG UNNPETIES, EVOIKIAoN XWPWV) HNOPEi va aneubuveTal

o€ eEwTePIKOUG NAPOXOUG,.

Mpiv anod kabs ouvepyacia auTtoU Tou €idouc n Taipeia npoodiopilel TIC ANAITHOEIC £TOI WOTE

va PeTpiadeTal o kivduvog yia TNV acQaiela Twv NANpo@opiwv and Tnv npoofacn Tou

€€wTEPIKOU NApOXOU OTIG NANPOPOPIEC.

OI anaiTnoeI§ AuTeG CUM@WVOUVTAl PE TOV EEWTEPIKO MAPOXO Kal N IKAvonoinarn Toug

napakoAouBeiTal oTa NAgiola CUPBACEWY CouvVEPYaaiag HEOW TwWV onoiwv npoadiopilovTar:

o H &vvoia Tng ao@aAeiag (availability, accessibility, integrity, confidentiality), o1 anarrioeig
aopaieiag kai To eninedo aocpalelag nou npenel va eEaopalilerar (classification)

o Ta akpifr] XapakTnpioTIka Tou €EonAIGUoU / AOYIOMIKOU / UMNPECIOV Kal Ta KPITHRpIa
anodoxng

o O1 nAnpogopiec oTIC onoiec Ba €xel npooPacn o €EWTEPIKOC NAPOXOC Kal TO €idOC,
peBodoloyia, Oidpkeld TNG NPOCBAONG OUMNEPIAAPBAVOUEVWY TV anaIThoEwy yid
anopakpuopevn npdoBaocn

o H unoxpéwaon Tou eEwTepikoU napdxou va npoaTaTelel TIC NANPOPOPIEG TNG ETAIPEIAC OTIC
oroieg €xel NPoOoRacn Kal va CUPHOPPWVETal HE TIG NPOBAEWEIG TNG napouaag MoAITIKNAG
Kal TWV anairnoewyv acPAaleiac nou anoppeouV ano autn

o 01 kavoveg anodekTNG Kal PN anodekTnG XPnong Twv NANPOQOpImV

o Ta PETPA QVTIPETWNIONG TOU KIVOUVOU Nou npensl va Aappavel o eEWTEPIKOG NAPOXOG Kal
TO NWG EMPBAANETAI N AYN TWV PETPWV AUTWV

o O1 é\eyxol Nou NpEnel va yivovTal yia va enainBeueTal ava naca oTiyun n diatnpnon Tng
aoPAaieiag Twv NANPOPOPINYV, CUHNEPIAaKBAVOPEVOU Tou OIKAIWMKATOG TNG £TAIPEIAc va
dlevepyei eniBewpnoeig Twv SIEPYACIWV Kal TwV HETPWV EAEYXOU nou epappolovtal yia
TNV npouneeia / ouvepyaaia

o 01 d1adIkaoieg avTIHETWNIONG NEPIOTATIKWV ANMAEIAC TNG AOPAAEIAC TWV NANPOPOPINV Kal
NPOBAEWEIG yIA AVTIMETWNION €EKTAKTWV avaykwv, ME E€PQacn OTIG anaiThoei Tng
VOMO0BEDIag Nepi YWwOTOMNOINCEWY / EVNHEPWOEWV KAl CUVEPYAOiag WETAEU €Talpeiag kai
NPOUNOEUTN OE KATAOTACEIC EKTAKTOU AVAYKNG N QvTIHETWNIONG NEPIOTATIKWV AOPAAEIAG
NANPOPOPILY

o H diadikacia xelpiopgoU MePINTwoNG napadoonc €k HEPOUG TOU EEWTEPIKOU NApOXoU
NPOIOVTOC N UNNPETIAC PN GUPHOP@OUKEVN NPOC TIC CUPPWVNUEVEG ANAITNOEIG

o O1 anairioeic yia TIGC UNodOopEC Kal EyKATAOTACEIC TNG €TAIpEiac nou Oa npenesl va
a&onoinbouv kata Tnv npopndesia / cuvepyacia kabwg Kal oI anaiTnoelg eknaideuong,
YVWOEWV Kal EUNEIPIAg NMOU NPEMElN va IKavorolel To npoownikd Tng €Taipeiac nou 6a
gUnAakei oTnv ulonoinon
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o Ta oTolxeia TAQUTOTNTAC TOU MPOOWNIKOU TOU €EWTEPIKOU MNAPOXOU Mou  Eival
€E0UCIO00TNHEVO Va £XEI NPOORAcN OTIC NANPOPOPIEC 1 Ol ANAITAOEIC ££0UaI0d0TNONC TOU
NpoowNIKOU Kal TUXOV anaitioeic yia €naAnBeuon onoudwv, YVWOEWV, NpOTEPNG
€PYACIAKNC EMNEIpIac, diIaywyng

o [MpoBAEWeIC OXETIKA MPe Tnv duvatoTnTad Tou eEwTepikoU NApOXoU va avabeoel
unepyoAapika o€ AAO HEPOC éva TUNAMA N TO oUVOAO TN NpounBeiag / napoxng Tng
unnpeaoiag kai Tic NpolnoB&aeic nou Ba IoxUoUV Yyia auTo.

o O1 anarrioelg yia TV avraAAayn nAnNpopopiwv kai ol NPOBAEYEIG yia Tnv diaTnpnon Tng
ao@AAeIag Twv NANPOPOPIWV KaTd Tnv dIAPKEIa TNG HETAPOPAG

o OI VOUOBETIKEG Kal KavovioTIKEG anaitnoelg (npooTaciag OedOMEVWY, NPOCTACIAG
NVEUPATIKAG 1I010KTNOIAc) kal NepIypagr Tou nwe IKavonoloUuvTal ol andaitroeig

o Tnv anodoxn Tou €EwTepIkoU napoxou va unoBdaAAel av auTtd anarteital nePIOdIKES
avapopEC OXETIKA WUE TNV ANOTEAEOHATIKOTNTA TWV HETPWV

EVEPYEIEG YIa TNV CUHHOPPWON
v' ZUvayn cUPBACEWY CUVEPYACIAG PE NPOUNBEUTEG NPOIOVTWY Kal UNNPECIWV NMou ennpealouv
TNV €nidoon TNG ETAIPEIAC OXETIKA KE TNV AOPAAEIQ TWV NANPOPOPIWY

9. Ernjorog EAsyxog Kardoraorg
Fevika Znpeia

e Kata Tnv dpactnpionoinon Tng eraipeiac WARDI AE oto ouoTnua nAnpogopiknG, n
ENAPKEIA TWV NOPWV KAl TWV TEXVIKWYV KAl 0pYAVWTIKWV HETPWV QVTIHETWNIONG TWV KIVOUVWV
KAl YEVIKA N €NAPKEIA KAl AMOTEAECOMATIKOTNTA TOU CUCTAMATOC yia TNV UMOCTNPIEN TWV
OpacTNPIOTATWY TNG ETAIPEIAG, EAEYXETAI TAKTIKA Kal NpoadpuoleTal kaTaAAnAa

EVEPYEIEG YIA TNV CUHHOPPWON

v' Ze eThola Baon dieEayeTal Pe uBUvVN Tou A/vTr Mnxavoypagnong ECWTEPIKOG EAEYXOG TNG
KATAoTaong OAWV TWV CUCTNHATWY Kal unodopwv IT Tou opyaviopoU nou nepIAauBavel, ala
Oev neplopileTal, Ta akoAouba:
o 'Eva nAnpeg TeoT dicioduong

o Mia oUvoyn dikTUoU nou Ba nNpoadiopilel OAEC TIG BIEUBUVOIODOTNEVEC CUOKEUEG HE IP.
o Mia avaAuon dikTuou, cupnepihappavopevwy exploitable switches kal gateways.
O

Availuon eunaBeiwv (vulnerability analysis), oupnepidapBavopévav patchlevels, pn
ao®aAng kwdikoUg Kal TwV UNNPECI®V NoU XpnaiponolouvTal)

Avaluon ekpeTaleuong (Exploitation analysis).
o Mia avaAuTikn ava@opa pe NPoTAcEIS yia BeATiwon.

O
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10. Ao@aleic Mepioxeg
Fevika Znpeia

e H Aioiknon Tnc WARDI AE Aappavel €10k MEPIMVA YIa TNV AOPAAEId TWV XWPWV MOU
oTeyalovTal ol dpacTnpIOTNTEG TNG €Talpeiac. To kaTtdAnAo eninedo npooTaciac yia Tnv
aoQAAEIa TWV XWPWV NPoadIopileTal HECW EKTEVOUG agloAdynang KIvOUVWY.

e H pépiyva yia npooTaacia ano pn e€ouaiodoTnuévn NpooBacn aToPwV 0TOUG XWPOUG EEKIVAEI
ano Ta ypageia nou oTeyaleTal n €Talpeia Kal ENEKTEIVETAI 0 OAO TO KTNPIO PE a&loAdoynon
TNG €UnNABEIag TOU KTNPIOU Kal TNG NEPIMETPOU AAAG Kal TG TonoBeaiac nou BpiokeTal To
KTnpIO.

EVEPYEIEG YIO TV CUHHOPPWON

v" 'Exkdoon kail epapyoyn diadikaciwv / odnyiov Ye EekaBapeg appodIOTNTEG Kal EVEPYEIEG YIa
TNV aoPAAEId TV XWPWV TNG ETAIPEIAC Kai yia Tn diaxeipion Tng npdoBaong oToug XwPouG.

v" To kmpio d1abTel kKATAAANAOUG LNXavIoHoUG EAEYXOU TNG NPOGRACNCG nou nepIAapBavouy
Ta akoAouba:

o TonoBETnon HNXAVIOHWV €AEYXOU NPOoRacng oc OAEC TIG NPOCRACIKEG NOPTEG (OMou
xpnolponoiouvTal kwdikoi, aAalouv ouxva Kal €ival yvwoToi GE auToug nou Eival
€E0UCI000TNHEVOI Va £XOUV NPOCRAcn aTnv NePIOXN N OTO KTAPIO).

o KAeIDWHEVEG NOPTEC Kal Napabupa eKTOC TWV EPYACIHWY WPWV

o TonoBeTnon ouoTAPATOC avixveuong €I0BOANRG Kal guvayepUoU NouU EVEPYONOIEITAl EKTOC
TWV EPYACIHOV WPWV

o TonoBETNoN CUOTAKATOC KAEIOTOU KUKAWKATOC Kapepwv napakoAoubnong (CCTV)

o TonoBETnon CUCTAPATOC NPOOTACIac KATd TwWV KATaoTpoPpwv (M.X. GwTIA, NANKUUPA,
BavdaAiopo)

o KaAuyn pe IdiwTikr Aopaiion yia {nuia and nepioTaTika pn €€ouciodoTniuevn npdofaon
aTOHWV OTOUG XWPOUG

v" Thpnon apxeiou €10000u — €E000U KABE ATOPOU OTIC NPOCTATEUOUEVEG NEPIOXEG (M.X. server
room)

v' KaBe enioKENTNG TNG ETAIPEIAC KaTaypaPeTal oTo PBIBAIO EMIOKENTWY, anod TNV APIEN TOU HEXPI
TNV anoxwpnon kai kab’ 0An Tnv SIApKEIa TNE ENICKEWYNG TOU EMITNPEITAI ano €va undAAnAo
TOU OopyaviopoU O 0noiog avapEPETal To BIBAIO ENIOKENTWV.

v" Ta kA€id1G OAWV TwV NPOOTATEUOPEVWV NEPIOXWV KAl TWV NEPIOXWV MOU £XOUV EEONAICHO TOU
OUCTANATOC NANPOPOPIKNAG PUAACOOVTAI KEVTPIKA anod Tov [eviko A/VTH.

v" Mapapovn Npoowmnikou, EEWTEPIKWV CUVEPYATWV N ENIOKENTWV OTOUG XWPOUG TNC ETAIPEIAC
EKTOC WPWV €Pyaciac anayopeUsTal XwpiC Tnv €ykpion Tou [levikou A/vTh N Tou
MPOICTANEVOU TOU TMAMATOG OMOU avhkel o epyalOpevoc N PE TO onoio ouvepyaletal o
€EWTEPIKOG OUVEPYATNG.
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11. Ao@dAcia Eyypapwv kair EéonAiouou
Fevika Znpeia

e H Aioiknon Tng WARDI AE Aappavel €101k PEPIKVA YIA TNV aOPAAEId TWV EYYPAPWV Kal TOU
€€onAIooU PEOW TWV onoiwv yivetal n enegepyacia Twv NANPo@opiwv. To KataAlAnho
€ninedo npooTaciag yia TNV acPaiela eyypapwv kar €€onAiopoU npoadiopileTal HEOW
EKTEVOUC a€IoAOYNONG KIVOUV@V.

e Ta va emTpanei n npooBacn oc eyypaga n €EonAIOKO Mou XpnoldonolsiTal yia Tnv
ene€epyaocia nNANPOQOPIWY ANAITEITAl  €KXWPNON KATAAANANG  €&oudiodoTnong n/kai
XapakTNPIoKOG Tou emnedou MpooTaciag nou npensl va anoAauBavouv ol NANPoPopieg
(classification).

EVEPYEIEG YIO TNV CUHHOPPWON

v Ta €yypaga ot €va avoixTO ypageio NpooTatevovTal avaloya PE TNV MPooTacia mnou
NapEXETal ano To KTHPIO KAl JECW KATAANAWV METPwY nou nepiAappavouy :

o Epuapia apxeiobetnong Ta onoia kAsidwvovTal pe KAEIDIA nou BpiokovTal pakpid and Ta
vTouAdnia.

o KAeidwpéva xpnuaTokiBwTia.

o Anobnkeuon og Aopar Mepioxn Ke EAeyxo npoaopaong.

v' Ta Tnv anoppiyn axpnoTwv / anoCUPOHEVWY EyYPAPV XPNOIKOMOIEITAl KGO0 avakUKAWONG
Tou ONMOU agou &xel nponynBei KATAOTPOPN HE TEPAXIOTIKO Wnxavnua (shredder) kabe
€YYPAPOU NOU anoppinTeTal kai TNPN6ei NPwWTOKOAAO KATACTPOPNC,.

v' Ol ENIPAVEIEG TWV YPAPEIWV KAl TwV AoIN®WV eNNAWV Twv BETEWV £pyaaiag Tou NPOCWNIKOU
diatnpouvTal anoAUTwWC eEAeUBEPEC anod onolodnnoTe £yypago oTav dev XpnoiyonoloUvTal ano
Tov €€oualodoTnuévo unarAno yia kaBe Bean epyaaiag (cleandesk)

v 01 000VEG TWV NAEKTPOVIKWV UMOAOYIOTWV TwV BOE0€wv £pyaciac Tou NPOoWMIKOU
anevepyonoloUvTal evTog max3min oTav dev xpnaolponoloUvTal (screen saver setting : 3min
ME aiTnua ioaywyng username / password)

v" 'ONOC O VYEVIKOG €EONAIOHOG UMOAOYIOTQWV BpiokeTal o€ KATAMNAEC BECEIC / XWPOUC Mou
napexouv npoaoraacia ano:

o nepiBalhovTikoUg KivOUvoug (M.X. (€0Tn, GwTIA, Kanvo, Vepd kal okovn)
o Kivduvo KAonng
o Kivduvo ano Tnv onTiKn enagn i Tnv npdéoBacn and pn €ouciodoTnuéva aToua.

v" 'OAe¢ o NMANpogopie anobnkelovTal 0 PAKEAOUC OTOV server Tou OIKTUOU Onwe €XEl
oxedlaoTel WOTE va €ival eUKOAN n avakTnon Touc Ot nepinTwon anwAsiag and BAGRn,
opaAua duoAsiToupyia f aoToxia K.A.n. pEow TG diadikaaiac Tou backup.

v' Tekunpiwon TNG ApXITEKTOVIKNG Kal OAWV TwV HEPWV TOU OIKTUOU KAl TWV OTOIXEIWV
€€onAiopou nou anapTidouv To cUOTNHA NANPOPOPIKAG KAl AnobriKeUaOT) TNE TEKUNPIWONG HE
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pUBUIoEIC JIapOPPWONG OAWV TWV PEPWV UAIKOU Kal AoylopikoU nou anapTi{ouv To diKTuo
(kaTaAoyog nou avavewveTal OTav NPocoTiBevTal fj apalpouvTdal NEPIOUCIAKA OTOIXEIQ)

To ouoTnua NANPOPOPIKNAG NpooTateleTal and UPS yia Tn peimwon Tou Kivouvou BAGBNG i
anwA&iag NANPo@opIwV ano diaTapaxeg Taong TpPoPodoaiag Tou JIKTUOU NAEKTPODOTNONG.
KaAwdia nou peTa@épouv dedopéva 1 unooTnpilouv ONPAVTIKEG UMNPECIEG NANPOPOPIDY
npooTaTelovTal and UNOKAOMEC 1 {nMieC.

Ta kahwdia peupaTocg diaxwpilovTal KaTd Tnv 6dsuonc Touc ano Ta kaAwdia dIKTUOU yia TNV
anoguyn NapepPBoAwv.

Ta kaAwdia dIKTUOU NpooTaTtevovTal and kavahl 6dsuong kal anoPeUyovTal ol JladPOopES
MEOW NEPIOXWV OMOU UNApPXEl EAeUBepN NpooBaon.

D N N AR N

12. Aiaxeipion KukAouv Zwrig E&onAiouou (Equipment Lifecycle Management)
Fevika Znpeia

e H Aioiknon Tng¢ WARDI AE ot ouvepyacia pe Tov A/viy Mnxavoypa@nong kai Toug
npounOeuTég €onAiopou diacpaAidouv 0TI OAoG o €EonAIOMOC TG €Talpeiag diaTnpeiTal
oUPPWVA KE TIG 0dNYIEC TOU KATAOKEUAOTN KAl JE ONOIECONMNOTE E0WTEPIKEC OIAdIKATIEC WOTE
va eEao@alioBbei OTI napapével o€ ApIOTN KATACOTAON.

EVEPYEIEG YIA TNV CUHHOPPWON

v" TApnon apxeiou Pe TO 1I0TOPIKO Tou €EONAICUOU £TOI WOTE OTAv 0 €E0MAICKOC NANIWVE! va
hopoUv va napBoUv anopAacel  OXETIKA ME Tov KATAMNAO XpOvo nou npénel va
avTikataoTabei. Me eubuvn Tou A/vTr| Mnxavoypagpnong eEac@aideTal OTI :

o MpoaodiopifovTal ol anaiTnoeIi; Napoxng €yyunong KaAng Asiroupyiag Kal TEXVIKNG
UnNooTNPIENG KATA TIG CUMPWVIEG NPoUnBeIag eE0NAICOU Kal AOYIOHIKOU.

o MpoadiopileTal n ouxvoTNTa eAéyxwv / ouvTApnong neplypagovTal ol anapaitnTeg
OXETIKEC EPYATIEG Kal UAOMOIOUVTAI |JE CUVENEIQ.

o Tnpeital avtiypapo Twv odnylwV TwV KATaoKeuaoTwv kabe eEonAiopou (81aBéaipo aTo
Npoownikd UMOOTAPIENG Yyia xpnon oOtav npoypapuatifovral kal  eKTeAouvTal
€MdIOPOWOEIQ)

o Tnpeital AeNTOPEPEG APXEIO TWV EVEPYEIWV EAEYXOU / oUVTNAPNONG / anokaTaoTaong Kai
KaTaypa®rn AENTOUEPEINV OPAAUATWV OIAKONNAC KAl andirtoUPEVWY / UAOMOIOUUEVWY
EVEPYEIQV.

o E@apuodletar kaTaMnAn diadikacia callout o nepintwon PBAABnG,  aoToxiac,
duoAeiToupyiag Bacel TNG onoiag POvo €EOUCIOBOTNHEVOI TEXVIKOI €KTEAOUV €PYATIEG
OXETIKEG JE TO OUOTNHA NANPOPOPIKIC.

o Ynapxel nAnpng kai enapkn adeiodoTnaon yia To Aoylopiko nou eykabioTaTal o€ E0NAICHO
TOU OUOTNHATOG NANPOPOPIKAG TNG ETAIPEIAC .

v" H xprion Tou €€onAiopoU TOU OUCTAHATOG NANPOQPOPIKNAG TNG ETAIPEIAC EKTOC XWPWV TNG
€TaIpeiac anayopeUeTal Xwpic TNV £ykpion Tou A/vTog ZUupBoUAoU .
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v' Niaypa®r] kata TPOMO Mn avTioTPEWIMO KABe nAnpogopiac and Ta NAEKTPoOvIKA WEoa
anoBrKeuonG Nou JETAPEPOVTAl EKTOC ETAIpeiag (M.X. ENIOTPOPN KETA anod cup@wvia leasing,

v yIa €NIOKEUR )Kal TAPNon apxeiou anod ornou NPOKUNTOUV N NUEPOMNVIA Kal wpa anooToAnC /
napaiapnc, ol uneuBbuvol anooToAnG / napaAaBrc, 0 NPOOPICHOC Kai N aITia TNG YHETAPOPAC.
Av autd Oev gival €QIKTO TA AMOBNKEUTIKA PECA OEV HETAPEPOVTAl EKTOC ETAIPEIAC YIa
€MNIOKEUN Kal avTikadioTavTal pe A\a agoU KaTaoTpapouv JE PNXaviko Tpono (Tpundavi) Kai
TNPNOEI NPWTOKOANO KATAGTPOPNC.

13. [IpoofBaon oro ovoTnua nAnpowpopiknc
Fevika Znyeia

¢ H Aioiknon Tng¢ WARDI AE oc ouvepyacia pe Tov Yn. Mnxavoypagpnong eEacpalilel oTI n
npooBacn oTo cUoTNHUA NANPOPOPIKNAG ENITPENETAI HOVO O€ EE0UGIODOTNHEVOUC XPrOTEC.

EVEPYEIEG YIO TNV CUHHOPPWON

v' Tia Tnv €Upudun Kal ac®alr Asitoupyia ekdidovTal kal epappodlovtal diadikaacies / odnyieg
TUMNOMOINMEVNG AEITOUPYIAC yia Tov EAeyXo NpdoBaAcnG XpPNOTWV Ol ONoIEG KaAUNTouv OAa Ta
0Tadia TG dpacTNEIOTNTAC TWV XPNOTWV, and TNV apxIikn yypagn VEWV XpnoTwv we TNV
TeAIkR diaypa®n xpnoTwv nou dev anaiTeiTal NAEov va £xouv NpoaBaocn kai eEaceaifouv Ta
€&ng
o AuBevTiKONoinon MELOVWHEVWV XPNOTWV (OXI OMAJECG XpNOTwWY, OXI YEVIKOI Aoyaplacpoi)
o [MpooTacia o€ 0TI aQopa TNV avakTnon TWV KWOIKWV KAl AENTOUEPEIEG AOPAAEIAC.
o MapakoAouBnon cuoTnudaTwv NpdoBacng kai kataypagr — o€ ninedo XpRoTn
o Alaxeipion poAwV £TOI WOTE Ol ASITOUPYIEG va EKTEAOUVTAI XWPIG KOIVE) XPron KWOIKWV.

v" Aoyapiaopoi kal dIkaiwuaTa «JIaxeIpIoTr] ouoTnuaTtog» (administrator) napéxovralr Povo
oTov A/vTr). Mnxavoypagpnong kai atov A/vovta ETaipo.

v' KaBe xpnoTng éxel npooBaocn kal SIKai®uPaTa yia TNV Xpron Tou GUGTAKATOG NANPOPOPIKNAG

o avaloya pE TIG EpYAcieg Nou eKTEAOUV
o MEOW Povadikou ovouaTog XpnoTn (username) To onoio :
= Oev polpadeTal e AAOUG XpHOTEG
= Oev diveral i) dev exel doBei oTo NapeABOV og AAAo XpnoTn
o MEOW povadikou ouvenuatikou gl0odou (password) To onoio :
= yvwpilel HOVO 0 idIoC,
= anoTeAsiTal TOUAAXIOTOV ano 8 XapakTPEG kal GUUNEPIAAUBAVETAl 0’ auToUG Eva Yneio
TOUAAYIOTOV Kal €va oUHBOAO,
= {nTeiTal and To oUOTNUA va €I0AyETal O KAOE €i0000,
= {nTeiTal ano To cUOTNUA 0 XPNoTnG va To aAAalel yetda and 30 nUEPEC
= QiveTal n duvatoTnTa va To aA\alel kaTa Tnv Kpion Tou 0 KABe xproTng OnoTe undapxel
unovoia f BeBaidTnTa OTI £Xel dlappeUoEl O KAMolov aAAo.
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= &ival aduvaTto va napakau@pOei (Ue TV anokpuyn rj anopakpuvon Twv pUBHIcEwWV Tou
ano Tov administrator xwpic karaypagr) TS napdkapync Kai anaitnon Tou CUCTHUATOG
yla OpIopO VEOU password anod Tov XpoTn HETA anod Tuxov napakauyn)
o MEow dladikaoiag £10000U nou NpoBAEnel Ta €ENG :
= apyikn 08dvn log-in nou kabioTd npopaveg OTI ENITPENOVTAl HOVO £EOUCIOBOTNHEVOI
XPNOTEG
" N EUOAvIoN NPONYOUHEVWY NANPOPOPIWV EICOD0U M.X. OVOUa XPnoTn
= andkpuyn HE OUPBOAG TWV XAPAKTAPWV TOU ouvenuaTikoUu €i06dou Kata Tnv
NANKTPOAOYNON
* kAgidwpa Tou Aoyapiacpou PETA ano 2 Wn ENITUXNMEVEG NPOCTABEIEC.
v" Mg guBlvn Tou levikoU A/vTr  kai Tou A/vTr. Mnxavoypapnong Ta dikaiwpaTa npoopaong
0Ta UNOAOYIOTIKA UCTNUATA TNG £TaAIpiac :
o €kxwpoUuvTal Kal TPoMmonolouvTal PETA anod aitTnua Tou Xpnotn oto levikd A/VTH Kal
Eyypagn €ykpion TOUu PETA and GUVEVVONON KE TOV and Tov uneuduvo Tou TUAKATOG uno
TNV €nonTeia Tou onoiou £pyadeTal o XprioTng

o enaveferalovral o€ TAKTIKA Xpovika diaoTnuata (kat’ e\axioTov Kabe 6 WPrvec) yia Tn
dlacpaAion 0TI avTioToIXoUV NAvTa o€ KaTaAANAa eE0UaIodOTNHEVOUG XPAOTEG Kal OTI ival
avaloya e TIG Epyacieg NouU auToi EKTEAOUV.

o OlakonToVTal AUECWS OTAV TEPHATICETAI N GUVEPYATia TNG eTalpeiag Pe eva epyalOHevo N
eEwTEPIKO ouvePYATN (NpIv TNV AREN TNG TEAEUTAIAg NUEPAG €pyaciag Tou / CUVEPYATiag
TOU ME TNV €TaIpeia).

14. Aoyiouixo

Fevika Znpeia

e Avd ndaoca oTiydn unapxel NARPng kai enapkn adeiodoTnon yia To AoYIoHIKO NMou eykabioTaTal
o €EonAiopO TOU OUOTAMATOG NMANPOQOPIKNAG TNG eTaipeiac WARDI AE. H Aloiknon
€€ao@aliel 0TI eneepyacia NANPOPOPIWV YIVETAI HOVO O€ AOYIOHIKO MOU €ival EYKATECTNHEVO
o €EONAIOKO TOU OUCTAKATOG NANPOPOPIKAG TNG ETAIPEIAC,

ZuppopPwon

v" AnayopeUeTal va yiveTal eneEepyacia NANPOPOPIMY Nou GXETICETAI e TNV dpacTnPIOTNTA TNG
€TAIpEiaC 0c AOYIOMIKO Mou Oev €ival €yKATEOTNHEVO O  €EOMAIOMO TOU OUCTHUATOG
NANPOPOPIKNG TNG ETAIPEIAC.

v" H npoun®eia AoyiopikoU nou eykabioTaTal o €E0NAICUO TOU CUCTAKATOC MANPOPOPIKNG TNG
€TAIPEIQG eykpiveTal and Tov [levikd A/vTr) WeTd and ouvevvonon Me Tov A/VTR
Mnxavoypagpnong.

v" To AoyIouIKO nou eykaBioTaTal o€ €E0NAIOHO TOU CUGTARATOC NANPOPOPIKAC TNG ETAIPEIAC
eyypageTal oto ovopa Tnc WARDI AE kai To TURUA yid To onoio 8a xpnoiyonoindsi(os kapia
NEPINTWON OTO OVOUA HEUOVWHEVOU XPAOTN WOTE va Wn dnuioupyolvTal npoBARuaTa kai
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KivOuvol yia Tnv ac@aieid nANPo@opInV O NEPINTWON OIAKONNAG TNG COUVEPYATiag Tng

€TAIpEiac pe Tov XpnoTn).

Me euBblvn Tou Yn. Mnxavoypdpnonc OUVTAOCETAl KAl TNPEITAl OUVEXWC EVNHEPWUEVOC

KaTaAoyoC OAou Tou AOYIOMIKOU Mou &xel eykataoTabei o€ €EONAIOPO TOU GUOTAMATOC

NANPOPOPIKNG TNG ETAIPEIAC, Nou NepIAAUBAVel :

o AoyiopikO nou pnopei va éxel yivel «download» kai/ry ayopaoTei and To 01adikTUO,
Shareware, Freeware kai Public Domain Software.

TOV TITAO Kal TOV €kOOTN TOU AOYIOMIKOU.

To serial number Tou NpPoidvToC AOYIGHIKOU.

Tnv nuepopnvia kai TV NNy TNG andkTnong Tou AoyIGHIKOU.

To OnuEIO TOU GUOTANATOG NANPOPOPIKN OMNoU £xel eykaTaoTabei e avagopd oTo serial
number Tou UNIKOU OTO 0Moio £xel eykaTaoTabei kaBe avTiypago.

o Tnv Unap&n kai TonoBeaia Twv avTiypd@wv acPaleiac.
o NenTopEPEIEC Kal DIAPKEIa TwV JIAKAVOVIOUWV unooThnpIENG yia avapabpioelg AoyiopikoU

Noyiopikd o€ Tonika AikTua 1} o€ NOAAANAEG PNXAVEC XPNOIKONOIEITAl HOVO CUP@WVA WE TN
xopnynoeioa adeia.

NoyiopikO o€ €EONAIOMO TOU OUOTAMATOG MANPOQOPIKAG TnG €Talpeiag eykabioTatal /
napapeTponoleital / pubuiletal / Tpononoigital / avaBabuileTal povo He €uBUVN N\ HETA
ano £ykpion Tou A/ vt Mnxavoypa@nong LOAIC oAokAnpwBoUv oI analTRoEIC Eyypapnc.
AnayopeleTal va eykabioTatal npoownikd n aveniBuunto Aoyiouiko (n.X. naixvidia,
TaneToapieg KTA) o€ €EONAIOPO TOU OGUOTAUATOG MANPOQPOPIKNG TNG eTalpeiac(anoTeAEei
EVEPYEIa UPNAOU KIVEUVOU yia TRV ac@PAAgia NANPOPOPINV).

To oUoTnua NANPOPOPIKNAG TNG ETalpeiac dIABETEl UnXaviopo eAEyXou kal napakoAoubnong
TwV aAAaywv oTo AOYIOHIKO NOU €ival EYKATECTNHEVO OTA OTOIXEIQ TOU GUOTAKMATOC. O A/VTAG
Mnxavoypdenong avagépel Aueosa oTov [evikd A/VTH MNEPINTWOEIG EVTONIOPOU N
efouoiodoTnUeEvwy al\aywv Ol oroie¢ OTa nAdiold TOU OUCTAWATOG OIaxeipiong
avTINETWNICOVTAl WC NEPIOTATIKA NApaiacng TNG acPAAEIag TwV NANPOPOPIWV.

O O O O

19-01-2021

ISTOPIKO TOY EFTPA®OY
EKAOZH | HMEPOMHNIA | MEPIFPA®H AAAATHE A OMONOTHER
1 05/06/2019 Apxikn ‘Ekdoon QM
2 19/01/2021 AvaBswpnon QM
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